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Introduction 

Privacy before the information age was incredibly simple and consisted mostly of physical 
measures. However, the introduction of the internet and the subsequent flow of information has proven 
to be a paradigm shift, lending itself to new threats to the human right of privacy and requiring new forms 
of protection. 

The right to privacy is outlined in the universal declaration of human rights under article 12: “No 
one shall be subjected to arbitrary interference with his privacy”. However, threats to privacy in 1948 are 
fundamentally different from privacy in the 21st century, so not only is this single article broad, but it also 
was intended from a world different from our world today. 

 The former High Commissioner for Human Rights Navi Pillay phrased the benefits and harms of 
the internet to our privacy as a double edged blade of sorts: “By improving access to information and 
facilitating global debate, they foster democratic participation. By amplifying the voice of human rights 
defenders and helping to expose abuses, these powerful technologies offer the promise of improved 
enjoyment of human rights. But we have also seen how these new technologies are vulnerable to mass 
electronic surveillance and interception. We have also seen how new technologies are being developed 
covertly, often to facilitate these practices, with chilling efficiency. Such surveillance threatens individual 
rights – including to privacy and to freedom of expression and association – and inhibits the free 
functioning of a vibrant civil society.” (3) Her words still prove true to this day, online advocacy groups 
and watchdog organizations allow us to discover breaches on our privacy faster and disseminate the 
information faster, but it also allows large scale breaches of our privacy by both governmental and non-
governmental actors. 

 Not only are there explicit areas where the internet and the modern age poses a new threat to 
privacy, but the paradigm shift also means that there are new grey areas, especially with regards to 
consumers and corporations. All of these are important questions that should be addressed. 

Definition of Key Terms 

Privacy 

Privacy is a term that, although is a human right, is still hard to define. The universal declaration 
of human rights guarantees it as a basic right to all humans, but never provides a definition. At face 
value, privacy is the right to think and do as one would wish without interference from outside forces. 
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However, privacy means something different in every single country. Essentially, there is no global 
definition of what privacy is.  

Background Information 

 The key difference lies in the threats to our privacy. I will break this down into 3 groups. 
Government sanctioned loss of privacy (such as PRISM), malicious non-governmental groups (such as 
hackers/hacktivists), and non-governmental groups that sell information willingly obtained (such as 
Facebook). 

Government-sanctioned abuses 

The first group consists of government sanctioned invasions of privacy, aka when the government 
willingly deprives the privacy of their citizens (normally in the sake of public interest). A prime example of 
this is the US surveillance system PRISM. The system which allows officials to collect material including 
search history, the content of emails, file transfers and live chats, among other things. (2) Another 
example is the US Patriot Act, which was put into practice after 9/11. Section 206 permits the “roving 
John Doe wiretap,” allowing the surveillance and wiretapping of a specific person or facility without 
warrant, statement of purpose, or identity of the suspected terrorist. Section 6001, or the “Lone Wolf” 
provision, authorizes secret surveillance of a non-US citizen who gives the government reason to believe 
he or she will participate or support an act of international terrorism. Although it is evident that these 
government programs are an egregious assault on personal privacy, they both were created for the sake 
of protection. 

This raises the fundamental question of whether or not this is acceptable. In the US it was 
concealed, however, in many countries there are legal systems in place such that the government can 
actively conduct surveillance on dissidents and other groups in a completely legal sense. This is shown 
with Russia’s SORM ("System for Operative Investigative Activities") which is a system that targets 
political dissidents that the government is unapologetically honest about. Country actors often try to 
separate their surveillance from “unlawful” surveillance by providing metrics for justifying them such as 
lives saved.  

It is undeniable that those that commit crimes can and should have certain basic human rights 
altered. For example, it would be unwise to provide a serial killer with freedom of movement. However, 
there has to be an area where we draw the line between a legitimate restriction and an illegitimate one, 
which really is the crux of the issue of state sanctioned abuses of privacy. 

Malicious non-governmental actors  
Hackers are often seen as something out of a Hollywood movie, however, real life hacker groups 

do exist and do pose a threat to individual privacy. The threat is unique in that it is the only threat where 
information is “forcefully” taken. The government often collects information as do companies, but hackers 
are unique in that they take information from other legitimate sources. They are also a group that is 
condemned across the board. While government surveillance and selling data are debateable practices, 
hacking is an unequivocal evil. 

The danger of hackers cannot be understated. A group created a bug known as “stuxnet” which 
gained access to Iran’s nuclear centrifuges, causing them to tear themselves apart and proving to be a 
major risk. (4) If even nuclear centrifuges can be targeted by hackers, that means that almost nothing is 
safe.  
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Hackers also pose a threat to individuals as well, as is evidenced by the Ashley Madison hack 
where thousands of names of cheating spouses ware leaked online as a response to the companies 
refusal to be blackmailed. 

Seeing as hackers are an undisputed threat to individual and national privacy, this groups is 
unique in that there is almost no debate in the legitimacy of their cause, rather the debate lies in how to 
best combat these groups. It should be noted that several countries actually have their own government 
sponsored hackers whom perform acts of sabotage against the government’s opposition, however, this 
is quite a small case so it is not addressed and it falls into government sanctioned attacks on privacy as 
mentioned above. 

Non-government companies   
 The last group consists of free websites, especially social networking sites, that we willing supply 
information to whom then sell our information. In a paper by the Stanford Computer Science researcher 
Aleksandra Korolova, she describes how she used a highly-specific Facebook ad campaign to figure out 
one female user was gay, even though her orientation was set to "friends only." (1) It is worth noting that 
it cost her 10 cents to display an ad that instantly told her about the person’s sexuality. Facebook is not 
alone in this act, Apple, Google, and Twitter do it to just to name a few. All these programs can access 
info such as: name, email address, phone number, credit card (if you enter it), details on how you use 
Google, how you interact with other websites that use AdWords and other Google technologies, your 
device, search queries—the list goes on and on. What these practices detail is the sale of the privacy of 
consumers of these “free” services. 

 There is a debate going on whether or not this actually constitutes as an invasion of privacy. 
Former High Commissioner for Human Rights Navi Pillay raised this question in December 2014: “It is 
further suggested that, given this voluntary deal between providers and consumers, the accessing and 
interception by governments through mass security surveillance may therefore not amount to an 
infringement on the privacy of affected individuals. However, these approaches reveal a limited 
appreciation of the right to privacy as reflected in binding legal instruments, and of the legitimate 
parameters for security surveillance. They raise critical questions that require careful further attention 
and discussion.   This includes consideration of the safeguards required for the collection, storage and 
use of digital data, starting with the means and mechanisms through which users consent to share this 
data, all the way up to the institutional checks and balances in national oversight regimes.” (3) Her 
question is still salient to this day. Does this sale of information provided willingly even count as an abuse 
of privacy? If Facebook literally tells their users that their information is kept and sold, does that still 
count as an abuse? 

 It can be argued that these companies actually have more power than other sources as they 
have access to more information than both hackers and governments. For example, Twitter can literally 
tell the happiness of a certain population and sells that information to Skittles. The happier people are, 
the more ads Skittles buys.  

Major Countries and Organizations Involved 

United States 

Famous example of government sanctioned surveillance, they have some pretty interesting responses 
to this, basically arguing that its justified 

Switzerland 
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Granted asylum to Edward Snowden, the man who was the whistleblower on the PRISM project, their 
delegate submitted a well phrased defense of privacy in the age of the internet 

American Civil Liberties Union 

Published a 3-part paper on this issue detailing both the harms brought upon citizens and consumers 
as well as specific plans for protecting these privacies 

Global Network Initiative 

The Global Network Initiative (GNI) is a NGO with the dual goals of preventing internet censorship by 
governments and protecting the internet privacy rights of individuals 

Internet Society 

The Internet Society is an American, non-profit organization founded in 1992 to provide leadership in 
Internet-related standards, education, access, and policy 

Amnesty International 

NGO based around the defense of human rights in every form, has rallied against offenses to internet 
privacy with a list of messaging apps based on security 

Timeline of Events 

Relevant UN Treaties and Events 

• Resolution 68/167. The right to privacy in the digital age. December 2014 (A/RES/68/167) 

• Resolution 28/16. April 2015. (A/HRC/RES/28/16) 

Previous Attempts to solve the Issue 
In late 2013, the United Nations GA approved the aforementioned resolution 68/167, which 

expressed deep concern at the harmful impact that surveillance communications may have on human 
rights especially by government actors. The General Assembly restated and affirmed that all rights which 
are guaranteed offline must also be guaranteed online, and it called upon all state actors to respect and 

Date Description of event

December 2014
Resolution 68/167, The right to privacy in the digital age is adopted without a 
vote. Strongly condemns governmental organizations that abuse privacy

April 2015
Resolution 28/16 is adopted by the UNHRC. It sets up a Special Rapporteur, 
more details are explained later in previous attempts

July 2015
 The Human Rights Council appointed Prof. Joseph Cannataci of Malta as the 
first-ever Special Rapporteur on the right to privacy.  
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reinforce the protection of privacy in digital communication. The General Assembly called on all States to 
review practices communications surveillance, interception and collection of personal data and 
emphasized the need for States to protect such privacy as it is part of their obligations as basic human 
rights. 

It can be argued that the resolution 68/167 didn’t go far enough as many member nations 
supported the resolution but never actually took any action. An extreme example of this is the United 
States of America. The American delegate submitted a 10-page document detailing why the NSA’s use 
of surveillance was justified and criticized unchecked access to surveillance. This just goes to show how 
the resolution fails. One of the largest offenders in this case literally praised the resolution as well as 
indicating how they fell under this resolution and condemning those that don’t. But if the PRISM project 
isn’t condemned by this resolution, then it has definitely failed. Reasons for failure can be seen through 
the specific wording of the resolution which is incredibly vague and calls for member nations to reform 
without actually offering plans. 

A special Rapporteur positon was established. The special rapporteur is an independent expert 
appointed by the Human Rights Council to examine and report back on a country situation or a specific 
human rights theme. This position is honorary and the expert is not United Nations staff nor paid for his/
her work. (3) He gathers information and identifies obstacles present in countries around the world and 
then writes a report which is presented to both the human rights council and the general assembly. 

There isn’t much critique present of this position as it is a very selfless job that provides a much 
needed function. However, the position is only as useful as the member states make it. This means that 
even if the special rapporteur gathers sufficient information and details many obstacles towards ensuring 
privacy, he cannot actually act on any of this and that responsibility falls on individual member nations. 

The former high commissioner also took the issue seriously and met with many countries and 
corporations to address this issue. She organized the panel discussion in consultation with States, 
relevant United Nations bodies, civil society, non-governmental organizations, the private sector and 
national human rights institutions. (3) 

This panel was heavily criticized because many countries which are notorious offenders of the 
right of privacy actually justified their action. This panel failed in a large part because there wasn’t an 
objective weighting of the value of privacy vs the value of security. 

  
Possible Solutions 

 One of the things that has to happen before any permanent action is taken is that there has to be 
a consensus on what is acceptable. Obviously no one believes in complete freedom where one can 
research how to build and disguise a bomb, but it is unlikely that people believe that certain monitoring 
systems, such as Russia’s where political dissidents virtually have no privacy, is the correct answer. 
However, without a consensus on what is acceptable, it is hard to condemn those who violate this 
fundamental right as they are able to distort what they actually stand for. 

 Another thing that has to happen is that there has to be strict guidelines for what is acceptable 
and what is not from non-state actors. In this case, this refers mainly to websites whom sell data to 
advertisers. There is an argument to be made that this is a legitimate business strategy, there is also an 
argument to be made that this is one of the most invasive practices ever to exist. Seeing as both sides 
are legitimate, a consensus needs to be reached first before any action can be taken as to whether or 
not this is an acceptable practice. If it is deemed to be acceptable, then legislation must be put in place 
to protect this data from malicious parities, if it is deemed not to be, then legislation must be put in place 
banning such practices. Either way, action cannot happen until this leaves the grey zone. 
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